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ABOUT THE CENTER OF EXCELLENCE FOR _
CYBER LAW & DATA PROTECTION

The Center of Excellence for Cyber Law and Data Protection Laws was established in the year 2019 at ICFAI Law
School, IFHE, Hyderabad, with the following objectives:

+ Conducting workshops, tutorials, and educational sessions to enhance skills and educate artendees about the
latest tools, techniques, and methodologies in the Al-driven judicial system.

» ldentifying and addressing operational hurdles faced by judicial systems, nationally and internationally.

s Discussing the required legal and institutional frameworks needed to integrate Al tools effectively.

e Addressing ethical considerations surrounding Al adoption in the legal domain, highlighting methods to
mitigate bias, ensure transparency and accountability, and safeguard against potential misuse or unintended
consequences of Al applications in law.

« Encouraging international collaboration and the sharing of best practices and lessons learned from different
jurisdictions.

« Facilitating dialogue and engagement between policymakers, legal professionals, technologists, academics, and

£ civil society to create a holistic understanding of the challenges and opportunities presented by Al in the

Be judicial system.

I + Highlighting the need for training programs and educational initiatives to familiarize legal professionals and
stakeholders with Al technologies and their integration within the legal framework.

L [ + Developing a roadmap outlining actionable policy recommendations and strategies for the effective integration
of Al in the judicial system, considering short-term goals and long-term visions
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The ICFAI Foundation for Higher Education (IFHE), Hyderabad is a Deemed-to-be University established under
Section 3 of UGC Act, 1956 and accredited by NAAC with "A++" Grade. IFHE offers Management, Engineering

and Law Courses and it provides world class, innovative, career-oriented professional programs through inclusive
technology-aided pedagogies to equip students with the requisite professional and life skills as well asocial %= ¢
sensitivity and high sense of ethics.




ABOUT ICFAI LAW SCHOOL

The ICFAI Law School is a significant segment of the ICFAI Foundation for Higher Education,
Hyderabad and recognized by the Bar Council of India. The ICFAI Law School, Hyderabad offers
BBA.LL.B. (Hons), BA.LL.B. (Hons), and BAJ.LL.B. (Hons.) integrated five-year courses, one-
year LL.M. in Corporate & Commercial Laws and Tax Laws. Ph.D, and Eight Certificate
Courses. ICFAI Law School envisions to develop a new cadre of professionals who will not only
command high level of domain proficiency but also can integrate activities for developing
scientific and technological solutions.

ICFAI Business School (IBS) is a leading business school in India, known for its rigorous,
industry-oriented curriculum and strong emphasis on experiential learning. It is a constituent of
the ICFAI Foundation for Higher Education (IFHE), a deemed-to-be university, and is accredited
by AACSB for its BBA, MBA, and PhD programs. IBS offers various programs, including BBA,
MBA, Executive MBA, and PhD, with a focus on developing students’ analytical and problem-
solving skills through case-based learning, leadership workshops, internships, and simulations.
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ABOUT ICFAI TECH SCHOOL
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ICFAI Tech School, a constituent of ICFAlI Foundation for Higher Education (IFHE) in
Hyderabad, Telangana, is a leading engineering and science institution offering a range of
programs from undergraduate to doctoral levels. It focuses on developing critical thinking,
creativity, and a holistic educational experience through its broad-based, interdisciplinary
curriculum.




ABOUT THE CONFERENCE

The Center of Excellence for Cyber Law and Data Protection, ICFAl Law School, and Center of
Excellence for Digital Transformation, ICFAI Business School, and Center for Digital and Online

Education, along with ICFAI Tech, IFHE Hyderabad, are organizing a Two-Day Interdisciplinary Hybrid
Conference on LAW, TECHNOLOGY & SECURITY IN THE AGE OF GENERATIVE Al on 06™ and 7™
November 2025. The event aims to foster academic, policy, and industry dialogue on the
transformative challenges and opportunities posed by emerging technologies, especially generative Al,
on law, governance, business, and human rights.

OBJECTIVES OF THE CONFERENCE

This conference aims to explore the confluence of technology, law, and ethics in shaping a secure
digital future. With a special focus on generative Al, the objective is to critically engage with legal,
technological, and societal dimensions of cybersecurity, data protection, and digital governance.

INTRODUCTION TO THE THEMES

The accelerated growth of generative artificial intelligence (Al) is redefining the digital landscape.
From content creation and automated legal research to deepfakes and algorithmic decision-making,
generative Al offers powerful capabilities that are increasingly impacting governance, privacy, security,
and human rights. While its potential to innovate is undeniable, the legal and ethical uncertainties
surrounding its deployment necessitate urgent academic and policy discourse.

As Al systems become more autonomous, opaque, and embedded in societal functions, the lines
between legality, ethics, and innovation often blur. This evolution demands a re-examination of
existing cyber laws, data protection frameworks, and regulatory tools that were not designed for such
dynamic systems. In particular, generative Al raises questions about intellectual property, data privacy,
cybersecurity vulnerabilities, and accountability in the absence of human oversight.

Simultaneously, the digital divide and lack of cyber awareness expose vulnerable populations to
manipulation, misinformation, and rights violations. There is an urgent need to reimagine public policy
approaches to digital literacy and cyber hygiene, especially in developing contexts. Education,
regulation, and ethical design must go hand in hand to ensure that technology uplifts rather than
marginalizes.

Through this conference, we seek to bring together legal scholars, technologists, industry experts,
human rights advocates, and business leaders to critically examine how generative Al intersects with
legal rights, social values, and institutional frameworks. It provides a platform to deliberate on how

India and the world can build inclusive, accountable, and human-centric digital futures.




CONFERENCE THEMES & SUB THEMES

Theme 1: Cybersecurity, Privacy, and Digital Rights

Emerging threats in cyberspace: deepfakes, ransomware, and cyberwarfare

Digital sovereignty and transnational surveillance

Constitutional safeguards in the age of pervasive monitoring

Cybersecurity leadership and risk management in a digitized environment
Strengthening institutional cyber defense: governance models and policy frameworks
Data breach response, accountability, and compensation mechanisms

Theme 2: Legal and Policy Innovations for Al and Emerging Technologies

Revisiting data protection and Al liability laws

Bridging regulatory gaps in cross-sectoral Al deployment

Comparative perspectives on Al legislation across jurisdictions

Governing Al and algorithmic decision-making in the workplace

Regulatory Technology (RegTech) and the future of compliance management
Cross-border data flows and jurisdictional challenges

Harmonizing Al regulations with global standards

Theme 3: Ethics, Accountability, and Responsible Al

Algorithmic bias and discrimination in generative Al

Transparency and explainability of Al decisions

Role of legal frameworks in ensuring ethical tech development
Embedding "ethics by design" and human oversight into Al systems
Liability and redress mechanisms for Al-driven harm

Inclusion and diversity considerations in Al design

Theme 4: Digital Transformation, Inclusion, and Corporate Responsibility

Role of education in promoting cyber hygiene and digital ethics
Industry-academia partnerships for responsible tech development
Capacity building and public policy for digital empowerment

Digital trust and corporate responsibility in the platform economy
Managing intellectual property and digital assets in an open-source world
Strategies for fostering digital literacy and inclusive innovation
Empowering marginalized communities through technology

Technology as an enabler for human rights monitoring and advocacy
Addressing misinformation and protecting democratic processes

NOTE : The above themes and sub-themes are indicative and not exhaustive. Submissions on any topic
broadly related to the core areas of law, technology, security, and human rights in the age of
generative Al are welcome.




SUBMISSION GUIDELINES

Submit an abstract (£250 words) with 5-8 keywords by 15/10/2025.
Include a cover letter with the following details:
o Full name(s) of author(s)
o Affiliations and professional title
o Contact information and ORCID iD
Notification of abstract acceptance will be communicated by 20/10/2025.
The final manuscript must not exceed 6000 words, including references, exhibits, and
appendices.
Submissions must adhere strictly to the formatting and referencing guidelines:
o Font: Times New Roman
o Heading Level 1: Size 14, Bold, Numbered (e.g., 1. Introduction)
Heading Level 2: Size 12, Bold, Numbered (e.g., 1.1 Background)
Heading Level 3: Size 12, Italicized, Numbered (e.g., 1.1.1 Concept)
Body: Size 12, Line spacing 1.5, Justified
Language: English
o Citation Style: OSCOLA (Oxford Standard for Citation of Legal Authorities)
The manuscript should be original, unpublished, and not under consideration
elsewhere.
Maximum of 2 authors per paper is preferred.
Similarity Index must be below 10%.
Tables, Figures, and Images, if included, should be self-explanatory, numbered
serially, and accompanied by a concise caption.
Non-compliance with the above guidelines will result in rejection.
Manuscripts submitted shall be understood as final versions, subject to subsequent
corrections suggested by the Editors.
Selected papers will be given the opportunity for publication in a SCOPUS-indexed
journal following their presentation at the conference. The organizers are currently
awaiting confirmation of the indexing request.
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REGISTRATION DETAILS

« Students and Research Scholars: 2000 per author

« Academics and Professionals: ¥2500 per author
Note: Proof of payment (screenshot with transaction reference
number) must be uploaded in the registration form.

For offline presentations, authors will have to arrange
accommodation on their own.

IMPORTANT DATES

Abstract Deadline - October 15, 2025

Intimation of Abstract Acceptance - October 20, 2025

Last Date for Registration and Fee Payment - October 25, 2025
Full Paper Submission Deadline - October 30, 2025

ABSTRACT SUBMISSION LINK

https://forms.gle/DRmtZ3d8Z4PEADE77

Student Coordinator i
Srinidhi Mantripragada For further queries contact:

Contact No: 8074105979 centexcellcyberlaw@ifheindia.org
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